
When most people think of
Spain they conjure images of

the flamenco and bullfights or sunny
days on sandy beaches. Unless they
have worked here they seldom realise
that Spain is one of Europe’s leading
users of new technologies.

Spain’s national media has provided
many stories recently about the wire-
less networks that are springing up
everywhere — in homes, companies
and college campuses, in internet
cafés and bookshops. So on your next
visit, by all means bring your PC and
take advantage of our wireless con-
nections, but be smart too — with
private, confidential and sensitive da-
ta being beamed around the airwaves
where anyone can intercept them, it
is important that you take the neces-

sary precautions to secure your wire-
less connection.

The national newspaper El Mundo
found recently that more than six in
10 WiFi networks in Madrid are not
secure.This repeats a finding on WiFi
networks in Madrid published by
Hewlett-Packard a year earlier.And in
September 2004 a camera crew from
the Tele 5 television network trawled
the centre of Madrid with wireless
laptops running look@lan, the net-
work monitoring software.They un-
covered almost a hundred Wifi net-
works in less than a square kilometre,
all of which had failed to put in basic
and essential security measures.

One of the main reasons for this is
that Telefonica, Spain´s BT, generally

uses the ZyXEL 6xxHW series of WiFi
routers.These all come unsecured
with a standard username and pass-
word.Telefonica’s support for its
routers is also less than excellent. In
fact, it has had many complaints and
spawned private websites such as
http://www.adslayuda.com, which try
to help end users.Telefonica’s seem-
ing reluctance to implement available
solutions is creating a hackers’ para-
dise.

This then is the challenge IT securi-
ty managers face in Spain, especially
those in Barcelona, which was recent-
ly named as the Spanish city with the
highest investment in wireless net-
works.These include immense WiFi
installations in the Conventions
Centre, the Fórum Building, La Fira
and the main port.

WiFi technology creates systems
that need a more proactive approach
to security. Not only does the security
manager need to understand his role
but he must also understand the busi-
ness needs of the technology, as the
WiFi solution may not be the best or
the most cost effective in the long-
term.
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Spain fails to 
grab WiFi bull
by horns

Stephen Smith-López,
esteban@buscoempleo.net

Security on Spain’s growing wireless communications net-
works is a do-it-yourself affair, thanks to the failure of local
telcos to provide basic protection.

Barcelona's Fórum Building: immense WiFi installation
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Different views
British IT security managers and their
Spanish counterparts often differ in
their acceptance that security is a
process, not a product. In Spain it is
common to rely on a software solu-
tion rather than determine and follow
a process to enforce safeguards; this
creates serious problems in managing
risks effectively.

Companies that want to go beyond
basic security can combine and im-
plement several basic technologies
that together increase protection lev-
els for their mobile workers and their
data.As with any network, wired or
wireless, the more layers of security
there are, the more secure transmis-
sions and data are likely to be.
Combinations of simple solutions are
often best and are by far easiest for IT
security managers to enforce.

Simple steps 
• Sharing and use of passwords There
are various ways to set up your com-
puter’s directories and network to
protect your stored files and data.A
simple solution is to turn off sharing
and to enforce the use of passwords
to access directories that hold confi-
dential files.

• Deploy WPA (WiFi Protected Access)
Most importantly, deploy WiFi
Protected Access (WPA).WPA is a stan-
dards-based, interoperable security en-
hancement that strongly increases the
level of data protection and access con-
trol for wireless LAN systems.

• Close your network If possible,
block broadcasts of the SSID (Service
Set Identifier).This effectively “closes”
your network. Many WiFi systems al-
low you to do this.

• All access points ship with a wire-
less beacon signal so that wireless
PCs can find them easily. In effect,
the signal shouts “I’m here! Please
come in!” By turning the SSID off, so
“closing” your network, you make it
much harder for hackers to find
you. If they don’t know your net-
work exists, there’s less chance they
will spend the time to crack your

communications. So, if your equip-
ment permits you to close the net-
work, make sure you do.

• Change your network name Most
access points ship with a default net-
work name.When your network is up
and running you should change the
name to something personal yet hard
to guess. In other words, if your com-
pany name is MetroMadrid, do not
call it the MetroMadrid network. Be
more imaginative.A combination of
letters and numbers is best, but don’t
use your street address.

• Move your access point Place your
access point in the middle of the
room, away from open windows and
doors.The more metal and wood you
put between you and the street, the
less likely you are to alert the wrong
people.You can test how much of your
signal escapes from your business or
home by taking your WiFi equipped
laptop outside (for a site survey) and
checking to see how far away you can
go and still make a connection. In re-
cent reports published in Spain people
have been able to connect up to 100
meters away from their offices.

• Use MAC control tables Use MAC
(Medium Access Control) tables if
your access point supports them. Like
all networking devices, a WiFi radio
has a unique MAC address coded into
its memory. Using the MAC Access
Control List (ACL), you can limit the
wireless connection to only those
WiFi radios whose MAC addresses are
directly enabled in your access point.
It is like call blocking on a telephone,
but for a wireless LAN. If a wireless
radio with an address that is unlisted
in your server’s MAC tries to connect
to your network, your access point
will deny it.

If these simple solutions fail to pro-
vide the required level of security then
you need to apply more sophisticated
procedures in addition to the above.

Use a VPN (Virtual Private
Network)
Many large companies use VPN
technologies for staff who need 

remote access to the company’s
corporate database.VPN systems al-
so work for WiFi wireless networks.
A VPN creates a virtual tunnel from
your computer through the local
wireless access point, through the
internet, and then to your corporate
headquarters. Even though it can be
complicated and expensive, a VPN
creates an almost impenetrable wall
of security for your wireless com-
munications, whether you’re work-
ing from home, an airport lounge or
your company’s meeting rooms.

Firewalls
Firewalls can make your network ap-
pear invisible to the Internet, and they
can block unauthorized and unwanted
users from accessing your files and sys-
tems. Hardware and software firewall
systems monitor and control the flow
of data in and out of computers.You
can set them to intercept, analyse and
stop a wide range of internet intruders
and hackers. Many firewall solutions
are software only; others are powerful
hardware and software combinations.
Some WiFi gateways and access points
provide a built-in firewall. But even if
they don’t, most WiFi gateways include
a NAT routing capability that acts like
a basic firewall.This makes the net-
worked computers and their data in-
visible to simple hacking scans and
probes.

WPA2 (WiFi Protected Access 2) 
WPA2 provides network administra-
tors with a high level of assurance that
only authorized users can access the
network. Based on the ratified IEEE
802.11i standard,WPA2 provides gov-
ernment grade security by implement-
ing the National Institute of Standards
and Technology (NIST) FIPS 140-2
compliant AES encryption algorithm.
WPA2 comes in two versions —
WPA2-Personal and WPA2-Enterprise.
WPA2-Personal protects unauthorized
network access using a set-up pass-
word.WPA2-Enterprise verifies net-
work users through a server.WPA2 is
backward compatible with WPA.

RADIUS authentication and 
authorization
RADIUS (remote access dial-up user

infosec_0201_pg36-38.qxd  26/01/2005  14:26  Page 37



service) is another standard technolo-
gy that many major corporations al-
ready use to protect access to wire-
less networks. RADIUS is a username-
and-password scheme that enables
only approved users to access the
network; it does not affect or encrypt
data.

The first time a user wants access
to the network, secure files or net
locations, he or she must input his
or her name and password and 
submit it over the network to the
RADIUS server.The server then veri-
fies that the individual has an ac-
count and, if so, ensures that the
person uses the correct password
before she or he can get on the net-
work.

It can be set up to provide different
access levels or classes of access. For
example, one level can provide blan-
ket access to the internet; another
can provide access to the internet as
well as to email communications; yet
another account class can provide 

access to the Net, email and secure
file servers.

Kerberos
Another way to protect your wireless
data is to use a technology called
Kerberos. Created by MIT, Kerberos is
a network authentication system
based on key distribution. It allows
entities that communicate over a
wired or wireless network to prove
their identity to each other while pre-
venting eavesdropping or replay at-
tacks. It also provides for data stream
integrity (detection of modification)
and secrecy (preventing unauthorized
reading) using cryptography systems
such as DES.

After a client and server have used
Kerberos to establish their identities,
they can also encrypt all of their
communications to assure privacy
and data integrity of transmissions.

No pasaran!
As a rule of thumb, always bear in
mind that the next major security

flaw is always just around the corner.
Every day new holes appear that al-
low unscrupulous hackers to access
our computers if we do not stay dili-
gent.

References
El Mundo National Spanish newspa-

per - http://www.elmundo.es 

look@lan network monitoring soft-

ware - http://www.lookatlan.com

Tele 5 Spanish television channel -

http://www.tele5.es

“ZyXEL” ZyXEL Communications Corp

- http://www.zyxel.com

Fórum Building—The Organizing

Consortium of the Universal Forum of

Cultures, the official body responsible

for administering and organizing

events that take place in Barcelona.

La Fira—Barcelona´s main arts and

exhibitions centre.
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